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AMNMAPATHbIN MEXXCETEBOW SKPAH HOBOIO MOKOJTIEHWA

USERGATE C150

3aliMTa CeTer OT BHELHMX aTaK, BUPYCOB 1 COBPEMEHHbIX
Knbepyrpos.

KomnakTHoe 1 ynobHoe B HaCTPOWKe YCTPONCTBO.

OnTumanbHoe pelleHve Ana opraHu3aLui Manoro
W cpefHero busHeca, GuUnmanbHbIx CeTeln.

[NporpaMmmMmHO-annapaTHbIM KOMAIEKC MOMHOCTbIO
POCCUICKOrO MPOM3BOACTBA.

BxoouT B NMHENKY MPOAyKTOB 3KOCKCTEMbI Knbepbe3onacHoCTY

UserGate SUMMA.
XapakTepuctnku Bo3morkHOCTIN
16 rrabaiiT onepaTUBHOM NamaATy [NoBbILIEHHaA CTabUNbHOCTb PABOTHI YCTPONCTBA

EnvHoBpemeHHoe 1MCnonb3oBaHve HOMbLOro
KONMYEeCTBa NPaBuMI KOHTEHTHON GuUnbTpaLmm

BO3MOXXHOCTb MCNO/Ib30BaHNA yCTpOMCTBa B Pa3/INYHbIX CETEBbIX
CUeHapunAax BHedpeHWA

BO3MOXHOCTb YNPaBnATh YCTPOWMCTBOM HE3ABUCKMO OT COCTOAHMA
CamMoro YCTPOWCTBa, B TOM UMCIIe, KOMAa YCTPOWCTBO OTKOUEHO

BO3MOXHOCTb MCMOMb30BaTh HE3ABUCKMbIY KaHan ynpaeneHus (out-of-
band management) Ana KOHTPONA YCTPOMCTBA

[lononHuTeNbHbIM GNOK MATAHNS

Pe3epBupoBaHme No NUTaHMIO
(NprobpeTaeTca oTAeNbHO) 5
AKTVBHOE OXNakaeH/e [oBblLIEHHAA OTKa30yCTOMUMBOCTb

BO3MOXHOCTb CO3daHNa nHTepdenca TMna
«MOCT» C annapaTHbiM 6ainac
ObneryeHHan 1 yaelweBneHHas Bepcus 6e3
pexima barnac

HacTpoWka yCTporcTBa NOA 3anpOChl KOHKPETHOIO MOJIb30BaTeNA
MO3BONAET CHU3UTb KanuTasbHble 3aTpaThl Ha obecneueHne Wb, a Takxe
NPVMEHATb MHAMBKAYANbHbIE CLIEHAPUW MCMONb30BaHNA

CootBeTcTBUE TPE6OBAHMAM
3aKkoHopgaTtenbcTea PO

Ceptudmkat OCTIK Poccmm no TpeboBaHMAM K MexxceTeBbiM JKpaHam
(4 knacc, npodunn A, b n 1), k Cuctemam ObHapykeHvs BTopkeHu
(4 Knacc), a TakxKe Mo 4 ypoBHIO 10BEPUA

UserGate MoXeT MCnonb30BaThCA B COCTaBe aBTOMATM3UPOBAHHbIX
cuctem (AC) go Knacca 3awnieHHoCT 11, 3HaUnMbIX 00BbEKTOB

CepTndrkat OCTIK Poccim Ne 3905 KM 1 KaTeropuu, MHGOPMaLIMOHHBIX CUCTEMaX NepCOHanbHbIX
naHHbiX (MCIMAH) 1 YpOBHA 3aWMLLEHHOCTH, FOCYAAPCTBEHHbIX
MHGOPMaLIMOHHbIX cncTemax (MVIC) T Knacca 3almLieHHOCTH,
ABTOMaTM3MPOBAHHbIX CUCTEMAX YNPABNEHNA TEXHONOMMUYECKUMM
npoueccamu (ACY TIM) 1 knacca 3awmieHHOCT 1 MHGOPMALIMOHHbBIX
cucTeMax obLero Nonb3oBaHMA 2 Knacca

UserGate BHeceH B EANHbIN peecTp pOCCUMCKUX MPOrpammM and
3NEKTPOHHbIX BbIYMCNTENbHbBIX MALUWUH 1 6a3 AaHHbIx (N 1194)

EAVHBIV peecTp paarosnekTpOHHOM AnnapatHaa nnatdopma UserGate C150 BktoUeHa B e4WHbIN peecTp
npoayKkumm MruHnpomtopra Poccin POCCUNCKOM PaAMO3NEKTPOHHOM NpoayKLUmn MirHRpomTopra Poccnn

*Mnatdopma UserGate C150 MoxKeT TaK»Ke ncrnonb3oBaTbcsA B KauectBe UserGate Management Center
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UserGate C150

OcHoOBHble PyHKLUN MpounssBoauTenbHOCTH"
MapameTp 3HaueHune
. MponyckHasa cnocobHOCTb Ha Tpaduke Emix
MEXXCETEBOMN 3KPaH HOBOIO 5 pexuve M3, [61T/c 38
noKosieHns '
MponyckHas cnocobHOCTb Ha Tpaduke UDP ¢ pazmepom 3
nakeTa 1518 6aiiT B pexxnume M3, Fomt/c
cucTema o6Hapy»KeHNA BTOPXKEHNIA MakcrmanbHoe KonmuecTBO CeCCU Ana NPOTOKONa 2 400 000
(IDS/IPS) TCP B pexume M3
naeHTndrKaLma nosb3osaTenen MakcrmanbHoe KonmMuecTBO HOBbIX CECCUN B CEKYHAY 19000

CPS B pexmme M3

KOHTPOJb AOCTYMa B MUHTEPHET
[MponyckHaa cnocobHOCTb Ha Npodune Tpaduka Emix

B pexunme M3 ¢ BKIoUeHHOM QyHKLUMeR onpeaeneHns 2,8
npunoxeHwnin L7, fou/c

MakcrmanbHoe KONMM4eCTBO HOBbIX CECCUN B CEKYHAY
CPS B pexume M3 ¢ BKNtoUeHHOM GyHKLMeN 9000
onpeaeneHua NPUIoKeHnn L7

[MponyckHaa cnocobHOCTb Ha Npodune Tpaduka Emix

JOCTYN K BHYTPEHHUM pecypcam
yepes SSL VPN Portal

6e3onacHaa ny6nunkayuma

B pexxunme M3 ¢ BKIOUeHHOW QyHKUMeR onpeaeneHms 400

npunoxeruin L7 n COB, MbwuTt/c

MaKkcrmanbHOe KOIMUEeCTBO HOBbIX CECCUI B CEKYHAY

BHYTPEHHUX PECYPCOB U CEPBICOB, CPS B pexume M3 ¢ BKOUEHHON GyHKLMEN 2400
06pPaTHbIN NPOKCK onpeneneHva npunoxexun L7 n COB
MponyckHas cnocobHOCTb GuAbTpaLmm Tpaduka HTTP 400
C pa3mMepoM TpaH3akumn 256 Kb, MouTt/c
noafepkka knacrepmsaumm
1 BbICOKO OTKa30yCTONUNBOCTH MponyckHaa cCnocobHOCTb MHCMEKTUPOBaHNA TpaduKa 200
HTTPS Ha pa3vepe oTBeTa 256 Kb, TLSv1.2, Mout/C
aBTOMAaTU3aLUUA peakLuumn Ha yrposbl )
6e30nacHoCTM MHbOpMaLMi (SOAR) MponyckHas cnocobHOCTb Ha Npodune Tpaduka Emix,
NPV BKITIOYEHMY BCEX MEXAHM3MOB 3aLLMThI
(M3 ¢ BKNtoueHHOM GyHKLMeN onpeaeneHna 120

rocteBomn noptan

npunoxerunin L7, COB, KoHTeHTHOW dunbTpaLmeit
1 uHCNekTupoBaHus HTTPS), MowuTt/c

*3mepeHna nposoanancs Ha UserGate NGFW sepcum 7.0.1.44A
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OnucaHune

Ji"UserGate

HA  STAT TEMP PWR

dnemeHT OnumcaHue (NnLeBasd CTOPOHA) dnemeHT OnucaHue (06paTHasa CTOPOHa)

8 noptoB RJ-45 GbE (10/100/1000) ans 1
nepegaun JaHHbIX C BO3MOXHOCTbIO bainaca

1,2 BuHT 3a3emneHus

3 HOpT USB 3.0 Type—A 2,3 Paszbem nuTaHMA NOCTOAHHOIO TOKa

4 Mopt RJ-45 (10/100) ana IPMI

5 Mopt USB-C 418 NOAKMIOUEHNS KOHCOMN Cnpaska o napameTpax ycTponcTea
YcTponcTBO «BblymcnutensHasa nnathopma obuiero HazHadeHna C150»
6 CBeTOﬂI/IOLleII;I VHAMKATOP Knactepa COOTBETCTBYET TeXHUYeckm ycnosuam PHL.465235.001 TY

1 NPeACTaBNAET COOOM TEXHNUECKOe CPEACTBO NPUMEHAEMOe B CeTAX

. CBA3W, Ha 6a3e KOTOPOro PeanusyeTcsa NPOrPaMMHO-anmapaTHbIN
CBETOAMOAHBIV MHAMKATOP CTaTyCa

7 KoOMMJieKkc C ¢yHKLI,I/IﬂMI/I KOHTPONA 1 (bl/U'IpraLlI/IVI B COOTBETCTBUMN
yCTpOWCTBa C 3a[1aHHbIMV NMPAaBMNAMKM NMPOXOAALMX Yepe3 Hero MHGOPMALIMOHHbIX
MOTOKOB, a TaKXe C d)yHKLlMHMI/I no o6Hapy>1<eHwo M npeaoTepalleHnto
8 CBeTOﬂV]OﬂH b”;] V]Hﬂ'MKaTOp HeperpeBa BTOpH(eHI/II?I, M 1cnonb3yemoe B Lenfax obecneyeHns 3alnThl
(He KpunTorpadnyecKkMMM MeToAaMM) MHGOPMALIMM O PaHNYEHHOTO
CBETOANOAHbI UHAVKAT K e focTyna. ViHTepdeitc ycTponcTBa COOTBETCTBYET CTaHAapTam: [EEE
9 BETOANOAHBIN MHAMKATOP BKITIOHE 802.3, IEEE 802.3u, IEEE 802.3ab.
nMTaHnA
Pasmepbl ycTpoiicTBa YuncneHHOCTb COTPYAHUKOB OpraHmn3aumm
268U M Tabletop PekoMeHA0BaHHOE KONMMYECTBO 150
puTEl 205x185x55 nonb3oBaTenei n 6onee
Bec, kr 1,2
dneKkTponuTaHue CneuyunduKauma obopygoBaHns
[lononHuTenbHbIN 610K nWTaHNA 1a [poueccop, KoNMUYecTso Aaep 8
C BO3MOKHOCTbIO ropAYeit 3aMeHbl
MNamatb, [6anT 16
CeTb nuUTanHusa, Bonbt 140-220
MNoTpebnsaemasn MOLIHOCTb (MaKc), BaTT 30
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MoHTax o6opyaoBaHus
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ANMAPATHbIVI MEXXCETEBOW 3KPAH HOBOTI'O MOKOJIEHMA

MesxceTeBoi KpaH HoBoro nokoneHnsa UserGate C150 MOXeT ObITb YCTaHOB/EH B CEPBEPHYIO
CTOVIKY, OOBEAVHAIOLLYIO 0 2-X YCTPOWCTB 1 4 6/10Ka NUTaHNSA, a TakKe B KnacTep,
00beMHSIOLLWIA 10 4-X YCTPOMCTB. B KOMMNEKT MOCTaBKM MOXET BXOAWTb CrielyanbHO

pa3paboTaHHOe KpenneHvie Ans CTOMKU.

TECTOBOE
MNNOTNPOBAHNE
USERGATE

UserGate

KoHTakTHas nH$popmauuma:

TenedoH: 8 (800) 500 4032
KnveHTam: sales@usergate.ru
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MapkeTuHr: marketing@usergate.ru

MonesHble pecypcbl o UserGate:
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t.me/usergate
youtube.com
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